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Figure 1: Cloud Platform and CPi Migration
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d9L50530b5Q, 9(30EGIJ0S 25635Lb393Mm g MG bogdg, ILLHYoLTo gl 4oBLbgsg9ds ,
MO gAHo bo®olbol s330m. . 30035HMdm 5T 339, 9939 MBIROMBMIdOL
bmdgdob.Traffic dog0bgds 3396d0olL (CPi) mbs 0gmb 45965¢00Bgdemo godmygbgdoom
Kolmogorov bo®omvyerol metrics (ob. &9du@o). 89b3960LsL, 39doz0 dmbo@m®obyo
metrics (1393050 probe bmOEF0JWOIds GFow3g dmEwmb) CPU gbhomo
©5GH300mM30L  3OMEgLMOO 5975950  gbOgdsdos. 08 Fgdmbgglzsdo, oY
IOPEOMNWI BOES 98 MO0 06035GHMMmO0L  MHYRoLEHMOMYdIMwos dobodmd 3
90090 ©OHMOL gMmgmwo, 0d 1336509, H™I GgocyOo DDoS dg@ 93900 bs
0ymb 99a9gboo. 8909350 , 39bs3gbso Mbs 290300 gLCPI, Lssg ol s0fygdl
dgmeg CPI (Omdgeog 9900¢gds 309303690006 band 96 Lbgs sbloaddegdls ). sboewo CPI
w65 0gmb 653360 BMyog@mo dmmbmgbgdom: mbol LoMmweol s CPU »bos ogml
15305m@  BdSO , 063 JM0MdMo  B9dbozs 0bgduo ( dmIgwos dmogegl
95839690 gdl , MMAMM0EsS 3OMmELMOOL LoBdstg, bgwdobsfizmdo dgblbogMgds ,
©ob3bY, MomEabmds doMHM3zom @S 5.0. ) MBS 5309YMBOEGOIL  2obsEbIOL
MH9bOLYdOL (Foo §39Ybgds CPI 0b@Hgdgzgobo, Lowog gobsgbowol 308390990 ). 0d
990bg93580, v LsFo®mm CPI 0, 36O:maMsdol dogMogos sMLgdmdL , Mo 890dwqds dogg
, 5 d90y304H™mb dobo 3MmyMglo "dggero” CPL. 36MmEgbo 890degds R3mMTsew®mo©
5009000 SCEL gob3bogdgdl. B3gb 3035M0m@mm, MH™A , 36 @s ID, 0b@gmagobgdo, s
30535DM3” 5@M®0dFHIOL " ComplexityLevel ", " CPULoad " s " 99bliog®gdol" obGmmools

Q5 06835300 Q5bsbEgds.

,d060m500 0b6gMIBEMWIBHWOS (HmymOE Fgbo Lafgobo 93096900, 350390 96
139309 MMO0 3309)3900) 50056 * gargdgbBHL.CPI, LosE 3OrIMYMTs 2583934905 SGOL
SCEL 3m33mbgb¢o: LI, 11, AM[ME]]

Pcomplexitymonitar 2. ry(“ComplexityLevel”, “high”) @ self.
get(“ComplexityHigh”, false) @self.

put((“ComplexityHigh”, true) @self. gru(“ComplexityLevel”,”low”)@self.
get(“ComplexityHigh”,true)@self.

put(“ComplexityHigh”,false)@self. PcomplexityMonitor

Pcrutoads £ gry(“CPUloadLevel”,“low”)@ self. get(“CPULow”, false) @self.
put((“CPULow”, true) @self. gru(“CPUloadLevel”,”high”)@self.
get(“CPULow” true)@self.

put(“CPULow”,false)@self. Pcputoad

Pwigratecr i 2 qry(“Cloud service”, ?7X)@ self

get(“Cloud service_args”, ?sessionld, ?memoryValue, ?CPUValue) @self.
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I* retrieving from the knowledge repository the process implementing a required functionality id and
bounding it to a process variable X */
/* searching an item ¢ among components belonging to the ensemble identified by predicate €2 */
gry(“CPild”, 2c) @ Q2.
/* storing actual parameters of the process to be executed in the found component ¢ : moving from VM7 to
[*MV5 on fig.2 */
put(“Cloud service”, ?sessionld, ?memoryValue, ?CPUValue)@c
get(“Cloud service”, “sessionld”, “terminated”) @self.
/* removing the process from the knowledge repository of ‘old” CPi */
get(“Cloud service”, “sessionld”, X) @self.nil
/* eliminating the process in ‘old” CPi */
Here the predicate Q is determined as follows:
Q (I) =(7 .ComplexityLevel="low”) A ( Z CPULoad <75)A( I .Memory>=500 and is used for
group-oriented communication in the action gry(“CPild”, ?c) @.

98 MOS0 FobLEBOZMH3L  bLEAdEO 3MI3MBY6EJOL, HMIwgdoi 99309469096 Bomo
063 9m5390L900L  5BHM0dBHOL  “ComplexityLevel”,CPULoad” and” Memory” 96MH0o@
99150530l OMYOIEGdGAL.. B39D 3035M9Mm™, MMA gl 5EEOdME03IS MHBOMBlgYymzl
0639 xgolol  mommgo  3md3mbgbGol  aobobergds  dooeml  obsdors
©0MGOIgd9d0L dglsdsdolo 33¢a3s (LYbLMGIdO) Fggys dmdogo dmbodm®mobyo
(BmboMgdol)  4sdmmzEromo  as0Mgdmdo. B3gb  3035M9MOM®M, MM SEHMOdGHO
"ComplexityLevel" 0dgggs 800000098000 ©0s35Dmbo [0:1] LoMomyeol mby (obowwgom
396350905 4390mm 39duGdo) dmbs3gdgdo Ggdmgs 99d39mdom sbLYTdWO, 5EMOdNEO
"CPULoad" - 08 00535Bmbdo [0 : 100], 5¢@®0dm@o "99bloghgds" - 09 osdsBmbdo [0:1000].
50 3mbBGgJu@do 3603369cmds  doM0mOEO  Slgmos: 03m3mL  3mI3MmbgbBHo CPI (56
333mbgbFHYd0b), Loss "ComplexityLevel" 560l ©ods¢00 (5649 Bogengdo 0.15), "CPULoad"
560 5656530090 75 s bgendobszomdo dgblogMgdols 0bgduo "dgbliogcmgds" MBGdM™ g0
500.

©59M¥)300090Wd© dMALsbMmgdol 3ma3mbgb@ol, MHmIgeog WMMBYOL dmMALobmMgds
b (30900905 ("dzgwo” CPI sb sbars Bodmgbo "dodwmgdo dogMogos Lydzobo" CPI) SCEL
3963b5090900, ®MIgoi s0hgOl 3MMEgLL Ps sbmM30gwgdl dmabgmbs 9wgdgbdl ME

SLgo0a:

Ps & get (“Cloud service”, ?sessionld, ?memoryValue, ?CPUValue)@self.
get("CPUload”, 7L) @self.

/* L is acurrent CPUload of the component

get(“memory”, ?M) @self.

/* M isa current allocated memory

put(“CPUload”, (L+ CPUValue))@self.

put(“memory”, (M- memoryValue ))@self.
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Ps [X(sessionld, memoryValue, CPUValue)]
/* the new process (additionally to the already running process Ps), having actual parameters sessionld,
memoryValue, CPUValue, starts */

In the thesis the run-time Java implementation of the SCEL formal code (expressed in jResp
environment) has been developed. The main classes of jResp, corresponding to the above SCEL
code, are as follows: ServiceComponent, CloudService, ServiceCaller, RequestHandler,
OfferAgent. The scenario, described above, is realized by means of jResp classes Scenario and
Main (the structure of datacenter):

DRS
Resource Pool-2 ____Resource Pool-1
- 1 , —— [ =
=8 =3 &3 VMI-Clone = e (B EN £l
N N s heer Em - N KB
, . « 3, Cluster-1 s < 3
VMware ESXi-4
VMALS VAL VM4 a3 WAL

EEIEsIEfl ESIELIELd

Server-6 Server-5 Server-4 Server-3 Server-2 Server-1

e — L ESEEN)
Switch-2 @ | Switch-1

Datacenter-2 o Shared Storage Datacenter-1
Vmware ESXi-4 Vmware ESXi-1
Vmware ESX1-5 \ Vmware ESX1-2

Vmware ESX1-6 3 Vmware ESXi-3

3 N
AN ( Internet -—N
<

— G v FWw-1

VIAN-1
R-2

Fig.2 Structure of the datacenter.

public class Main {
private Scenario scenario;
private Random r = new Random();
private Target id;
public Main(int size){
this( new Scenario(size, new Random() , 900, 1000, 99, 100) );
}

/* above the minimum and maximum values of components’ memory (900 and 1000,
/* respectively) and minimum and maximum values of components’ CPU rates (99 and
/* 100, respectively) are defined

public Main(Scenario scenario) {
this.scenario = scenario;
instantiateNet();

}

private void instantiateNet() {
Random r = new Random();
SimulationScheduler sim = new SimulationScheduler();
SimulationEnvironment env = new SimulationEnvironment(sim, new
RandomSelector(r), new DeterministicDelayFactory(1.0) );
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sim.schedulePeriodicAction(new SimulationAction() {

VirtualPort vp = new VirtualPort(10);

Hashtable<String, Node> nodes = new Hashtable<String, Node>();

for(int i=0; i<scenario.getSize(); i++){
Node n = new Node("ServiceComponent"+i, new TupleSpace());
n.addPort(vp);
n.addSensor(scenario.getComplexitySensor(i));
n.addSensor(scenario.getCpuSensor(i));
n.addSensor(scenario.getMemorySensor (i));
n.addActuator(scenario.getServicelnvocationActuator(i, n));
n.addAttributeCollector(scenario. getComplexityAttributeCollector ());
n.addAttributeCollector(scenario.getCpuLoadAttributeCollector());
n.addAttributeCollector(scenario.getCpuRateAttributeCollector (i));
n.addAttributeCollector(scenario.getMemoryAttributeCollector())
n.put(new Tuple("REQUEST", 1, new CloudService("1", 10, 2.0),
n.getLocal Address() ));
n.put( new Tuple( "LOCATION", n.getLocalAddress() ) );
Agent a= new RequestHandler();
n.addAgent(a);
a=new OfferAgent();
n.addAgent(a);
nodes.put(n.getName(), n);

for (Node n: nodes.values()) {
n.start();
/* for simulation option:
/* env.simulate(10000);

public static void main(String[] args) {

int size=8; /* Here 8 components (virtual machines) start

/* high complexity level (=1, no security threats) is assigned to all virtual machines
ServiceComponent c0 = new ServiceComponent (0,1,0, 1);
ServiceComponent ¢1 = new ServiceComponent (1, 1,100, 1);
ServiceComponent ¢2 = new ServiceComponent (2, 1, 100, 1);

ServiceComponent c7=new ServiceComponent (7, 1, 100,1);

new Main( new Scenario( c0, c1, c2, c3, ¢4, c5, ¢6, c7));
}
}

In order to include into autonomic components ensembles the process of regular monitoring and
updating of Kolmogorov complexity level, we need to make significant changes in jResp sensors
implementation. Regularly recalculated and obtained Complexity metrics attributes have to be
incorporated in knowledge space of components. For this reason, the necessary changes are shown
and described. First, all attributes sensors are extensions of base class AbstractSensor (which is
one of the basic classes of jResp):

public abstract class AbstractSensor extends Observable {
protected String name;
protected Tuple value;
public AbstractSensor(String name) {
this.name = name;

public String getName() {
return name;
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public final Tuple getValue() {
return value;

}
public final void setValue( Tuplet) {
this.value = t;
this.setChanged();
this.notifyObservers(t);

}

}

In order to regularly update complexity level attribute, components’ autonomic managers have to
connect to the netflow enabled router (see later) as sensor client using socket technology. On the
other hands, the router has to get this connection (through socket technology).

public class ComplexitySensorClient extends AbstractSensor {
private String serverAddress;
private int serverPort;
private Gson gson = RESPFactory.getGSon();
private long refreshTime

public ComplexitySensorClient t(String name , String serverAddress , int serverPort , long refreshTime )
throws IOException {
super( name );
this.serverAddress = “148.169.2.45”; /* this is a network address of the router
this.serverPort = 1024;
this.refreshTime = refreshTime;
new Thread( new SensorThread() ).start();

}

public class SensorThread implements Runnable {
@Override
public void run() {
while (true) {
Socket s;
try {
System.out.printin(getName()+" requests a complexity
value...");
s = new Socket(serverAddress,serverPort);
BufferedReader reader = new BufferedReader(new
InputStreamReader (s.getInputStream()));
Tuple t = gson.fromJson(reader, Tuple.class);
* Json for serialization of tuples and messages
reader.close();
s.close();
System.out.printin(getName()+" delivers a complexity
value...");
setValue(t);
} catch (UnknownHostException e) {
// TODO Auto-generated catch block
e.printStackTrace();
} catch (IOException e) {
// TODO Auto-generated catch block
e.printStackTrace();

setValue(null);
try {
Thread.sleep(refreshTime);
} catch (InterruptedException €) {
e.printStackTrace();
return ;
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3wobo  ComplexitySensorServer — Ls8voe0gdsl  0dewg3s oLEBEoweo
333mb96@¢gd00m bgedolsfzmdmdol LgblmMol d9d39mdom 35380600l s SHEOELb
LoOOMEOL  MBYBY  odoRM3s.  IBLMOEF0ggdol  3eslol  s®HoLlowgbE MO
ComplexitySensorClient (socket 9dbmeomaool 309 gombger 99339md0m). 9999,
bgds  gobobengds LoMmmwol ©mbg sGH®odMEGO GMmIgos a3b3gds  FJOMEO
updateSensorsValue ServiceComponent 3esbol  bm®Eogergds Mg strmws©  (
36309 35©s30)
003> 933HM™bMIonMo  3m330vGHIOMo  MLOBOHDBMYOOLs s 9bMTserools
29903@9bol, 25630m50MgdMo  mgbobo, d3bgdgdo netflows , domo LsobGMOIszoM
0900900 MEtrics s 3md3mbgb@gdo " s3¢mbmdom®mo dgbgxgho selgdoms leveraged
. Jbo 653500 890dgds 2obolsHPIMML M350 ABOm. LogHm™ 2529000 , 5535000
560L dgero Moo 353930 ©59gbodg 5GMOdEHO (S). MOMMIMWO 353930 , HMIJO3
90985000905 BoMEgdd0 MMMEGHIM0 o6 g3 godm3zmgzs 3m33wgddo IP 3539@9©
5G0dEJdT0. g 5BHM00MBH03S 5MOL IP 353930 FoLsdsMMOL b 965d9F0 3539H0 o
3obLBOZMO3L, M) 353930 5M0L MBOZsEMGmO 56 Algoglios Lb3s 3539@0. Y39ws 3539G0
02039 §9go0mm / 603699900l IP dobsds@mo fgodrm / ©sbodbregdol 3mdEo, mddo
06@ 9033900 s E™bOL FMALIBWYOYIOOL IR FIBIOME0s 553500000 s 98Iy 393930
@5 d50FH0 39535L90e00. gl dgommmermyos fingerprinting 56 gobLabOg®OL Bogool
scalable , ©sy6 OO MoMmEIbMBdOM Jugerol 0bgmMIszool Fgdmzegds B930©o
dmbo3gdms 35530 netflow.ds93HodvMs© oo MomEYbmdol Jugerol 0bgm®mdszool
999m3agds 9930005 dmboggdmes 05Bsdo netflow dmfimes netflow cache.
Netflow-Bo@omnvewos dmfigmdogmds (netflow  gdudmd@Gom®o: MGmmEGgoo b dgagzans)
~aBogbol netflow 3mergdzombg®o (fig.3) gemo bsgso, HmamME 30 6sogleg 3ogdomls
©53539M©9ds  offmgds. 353930 00(Egdo netflow  3mergdzomby®o  obsbgds
653500l 35Dsd 3mOGH0 s oMo IP EOLEBHMOdME00L FoPow  3MEOIWS(305000,
Jugeol  BHMsxo30lL.  sd  BoBgbom, Bzxd Tbmemysbzobowsgzm  fyseml o
©56086w9agd0b IP.
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Figure.3 «60090M04dgqd0L netflow dmfymdowmds s s3¢mbmdom®o 30003mbgb@gdo

internet

\ Data Center /

Source: Haag, User Documentation nfdump & NfSen , 2014

653500900L sMmzoe 653500L 9bobgs, beogds subdivided s Fgol 30033mbgbEOL
65350900,. ©53090bgds, GMIgLs3 943l 3M3MbgbEGHo P Bolsdsmomo  MHmyme3
56036910980l JoLOTSODO, X FMBIOs 0936905 Tglsdodol 3nI3mbgbEH (MBMM™
BB, OMI 533Mmbmonmo dgbgxgMo 3md3mbgbGo - gl LoOWYgdo 500boTdbgds
)0 obMgdom fig.3). dogdol 8999y 500 gob3mzbowo 6535090l 30033mbgbEo
533MbmdorMo d9bgxgMol Fga0dwosm s0fymo ©FMTs3905, MmO Q9FMIZ3e0bml
350M ™00 J3930L 653500900l dgbodsdols, 3H9dbozom, HMmdgwois sOfigMowos s
096995 8990mddo. 58 BsdMmMIol Lbgoolbgs gBsowgdol 3gMdme titles (Igbodsdobo
3063609GHweo SCPI s IP 30Lsds0009d0) dqLobobo 30083mbgb@ ol bozsgdo 4o8moygbgds.
(o3 8900qds BoMGH035 OMI 3035M5M©OM® , 06835305 , MMIgEoE dMmo3o3L
©533063900L  J09gad9gdol  gmo  dobyBL , vy M5 obobo, boggbgdom b
053056bTggdo , oo 3MEOYES(305005 . OO 3MMHYS305d0s dMbo399900 593l
do@aoeo 99399330l . Kolmogorov Lo®ovyeg , K (x), bodgdosbo dmbsgdgdo bmdgdo sGols
Dmdom 35¢9MS 3MIMPM5Ts , MMIgElsg 99wdeos FoMdmoaobml dmigdmwmo bsFgmo
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dmbs399900 . gl BMIsgL bo®olbo randomness dm 3900 dmbs399900L bsbaderogzmdsls
Mdm3egbl  3GMaMsdol  49bgm0mgdom  Lodgdosbo BmIoom  GHMos. ygzgws Lbgo
999mb393580, gl 93069 Bmds Bodgd0sbo  3MMYMHAOL DmIol bEgds 35@9GMS, OHMYMM3
M3 LoLEBYsGHMMO , bodMdo sGoL Tgbsdhbgzo Lofigol LEGH®oJmbdo. 439MoMo 9n39JGO
9L ©mbolidogds 9GOl dolo MBs®o [omTMmobobmlb 3MmEMgEsE0s AoBLL3Z390ME0 3owo
9dmb5399900L.9839JG0 gU FboGg godmygbgderos , Gsms 90dmdszmb 9539dGHwMo Igmmo
398m3w9boll DDoS d9@393900L. DDoS 893930  299m3cgbol  sergm®omdo  0ygbgdl
26396 WMM0 »gmEgds Kolmogorov LoMmwerg , GmIgarog s3bsgdl, bgdoldogHo
M0 99dmbggzomo strings X o Y,
K(XY)<KX) +K(Y)+c,

Looi3 K (X) o K (Y) 90056 Lo®om«yenggdols 99Lsdsdolo strings, ¢ sG>0l 39903030 s K (
XY ) 960l 90mmdeo30 BLoOMMEol 3590056930l Lodgdo . FoMEH035 MM FMJ3om,
96H»™do30 Kolmogorov bLo®om«ycmol mmo Lodgdo Mmdgeoa 653e09d0s 96 GHmeo msbbs
LoOHMEG9d0L 060300 MO LL0FYdO. 1J3035¢gbEO BEEMAL , HMEILSE MO strings
X ©5 Y U6OHeros d9dmbggzomo , 96w olobo LMo 56 5MH056 ©o3933Mgdmw0
96O»B6gmL. Bb3s 9539JEGH0® JugPmMd030 MHMOIGOHDMDS LOMMOL strings sd30MYOL
OOMAMOE  30OJs30s  strings  0BOEYds.  0bGHMoEoGms©, ®v Mo  Lodgdo
©5353806090)0s, o 5430 LogMmm Fobollosmgdgdo s  Loghmm Fsdwmbgdo.
35LsbBOOLom  4odmzegbols DDoS 99393900, LogmomMgdol doge  dmigdwreo
MEMEMdS (1) 299myg9gbgdmeo 259momBgm©bgb dmMol 9msbbdgdmewo »stmol mddol -of
-service 993935 ©s 159§9900L IMAMSMBOL 25BHZ0MMZ0LHRD. 359 ML o, ™I
0530059bdgo SLMMEgdl 353oLBAOL 2sdmygbgdom oo Msm©gbmdom dlysglo
35393900 (0035bsBOOLOmM Fomo G030l , b0EMgdOL FoLsdsMmMO, sOLMYIECgdOL
60380 s 5.9.) sourced Lsfgolo bbgsslbgs sA0wgddo , Jog®sd gobzmmgbowros 0039
560869 gd0lom30L. $9EYbo@, SMBYEIMOL vsdEsg0 Abs3LYds FMIMIMdOL bodwdo.
Kolmogorov Lo®omwerol ©sg3w9dbgdwgero 4s8m3egbol seram@Momdo LMsgs sbgbl
0©96&0x803E0MGOL SLgmo bodMdol. dgmegl IbM03g , Loddg w9ga0BH0TNHO dMIOSMdOL
3953300mM30L5896 Jugardo GH9bgbiEos 943l Lbgsalbgs LagBom GHodl. dmdGmsmdols
653500900 56 56056 BooE 3O H305805 O , OMYMOF BIbL, seEgymGomdo 6odmdgdo
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g3gms  296bgs390Mmo 6535000 353930 ( 399m0oMmBgzs fiyom s sbodbmagdol
doLsdsMm0 ), M3MS OEA0bEIL , ) sOBYOMOL OO MOMEIBMBOM JMOGESFOS

3539(390Lbs35@05. 09) gl

Losi K (X) s K (Y) 90056 bo®om«yenggdols 99Lsdsdolbo strings, ¢ 6ol 39903030 s K (
XY ) 560l 90mmdeo30 BLoOMMEol 3590056930l Lodgdo . FsMFH0350 MM 3mJ3sm,
96H»™d030 Kolmogorov bo®ovgemol mmo Lodgdo Mmdgeoa 653e09d305 96 GHmeo msbbs
LOOMMEG9dol 06030 MOHO 10TJd0s. 9J3035¢gbGHO FWMBL , GMEILSE OO
strings X @5 Y LOMwos d9dmbggzomos , 649 obobo LEMmeos© 353006090056
9OH»bgml. Bbgs 9x39dBH0 gb MYOPOIOMNMdS M™I gOHHMdo30 Lol strings
59306090l OHMYMOF 3MOIEIs30S strings 0BOMYds. 0bGHMoE0Ms©, M) Mo Lodgdo
53938060900, doo  Loghmm  sbsbosmgdgdo s 9800 LogMomm  Fsdmbgol.
0350LYBOOLOm  25dMm3wgbol DDoS 99393900, ULo3mMgdol  doge  dm3gdwero
MEMEMdS (1) 99myg9gbgdmwo 259momBgm©bgb dmMol 89msbbdgdmewo »s®mol mddol -of
-service d9393° ©s 1Jdx9d0L IMAMSMOOL A5IBHZOMMZOLHYD. 359 SMOL o, MHMI
0530595bdgo SLMMEgdl M93LLAOL 2sdmygbgdom oo MsmEgbmdom dLysglo
353930 (035¢LsBMHOLom Fom0 BHo3ol , B0dBMEgdol JobsFsOMO, sOLEVIEgdOL
609m80 s 5.9.) sourced Lsfyobo Lbgoalibgs sR0gddo , JsgMsd 4963mm3zbowos 0go39
56036 gdolL.  59©gbs, 9MLYIMOL  edMs30  ALAS3LYdS  FMdGsmdol  Bodwdo.
Kolmogorov = Lo®omwol  ©osxwdbgdmwmo  4sdmgmgbol  seramomdo  LHOsg3s©
00963H0x5030Mgds SBgmo bodmdo. dgmegl dbMOg , LoJdg WIR0EGH0IMEMO FMIMSMdOL
39A300mM30L5896 Jugemdo GH9bgbiEos 5d3L Lb3solbgs LogBosm GHodl. dmdGmsmdols
653500900l 56 56056 Boo 3G H305d0d s , HMYMO3 BBL, Tgdmbzgzomo. sdo@ma,
5¢m®0mdo 60998930 yz9ws 2oblbbgeggd o 6535000 353930 ( odmo®mBg3s Fystm s
56036930l JoLsdsMmMO ), Broms EsEHOBEIL , M) SOBYOMBL OO MOMEIBMIOM
3MO95:300 35393905 35000. M) gl goblsB3OMo Mbs ogml , Bs30b yzges LogFzm
653500900l gm0 335600l 330003 3MEOHYWS(305805 JOIMNDBJDMD , M90S OHObLIL, H™I
9L 5M0L FsOMESE 93IBBAOL S 565 T9dNH3935d0 FMIMSMBOL YoOGZOMMNZOLOR6.
90vbgo350 030LY, ®MI (36MmdOO0s, MM , BMYss, Kolmogorov LoMmweol 56 s6ob
computable , Ubgosbbzs 9900Mgd0 sOBYOMBL QOTMMNZWSF JONZE00 LOMMYIEOL. gl
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d9L5degd90s 3M03M3ML B BPZM0 0l (HMIJoE 3MJGH0IMNEIE MOl doE0sb
39030  bmgdol )  25dmygbgdom  Mbogzg@LsgrmEo  FJ93dd30L  SEyMEGOmAL,
Oammoass Lempel o Ziv. 30m03mb696@0 93@mbmdom@mo  99bgxgco  godmoygbgds
dmboBmEmobaol FgLodsdobo ( Lo3MmsMo ) 6535009008 s 4o9bgsm0Tgo0L  5935L9dL
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LAHOMIGHMOMEo dmEgeo. Jmbo@Gm®mobyo , 3mbGHOMEEIds Jmbsggdms 395GH®To
d9L50530b0 3565393 JOOm. 59 Lgdol Fgufogzwrom sM06:
1. Structural model. The monitored and controlled data-centre parameters relevant for this case

study are:

2. Number of homogeneous servers within cluster = 6;

3 Capacity of a single server in cluster: C? =3GHz (assumedasa unit of server capacity)
C/'=8 GBof RAM; j=1+6

4. Number of clients’ classes k=2;

5. Number of clients assigned to each server is randomly generated between 1 and 3, each client
is randomly picked from one of two classes;

6. Portion of the " client’s request served by the j" server (host of a VM)  a; is uniformly
selected between O and 1;

7. Average request rates of the i

client 4, are chosen uniformly between 0.1 and 1 request per
second (the minimum allowed inter-arrival time of the requests is specified in the SLA contract).

8. Processing capacity of the | server allocated to the i client’s VM is calculated as C jp¢il. ,
where ¢; is
9. the portion of processing resources of the j™ server that is allocated to the i client (assumed

to be equal to 1/(number of clients) assigned to the server j™):

10. Service rate g of the i" client on the j™ server (of capacity 1), that is, ;i s the service rate of

the i" client on the j™ server when a unit of processing capacity is allocated to the VM of this client;

u;; are set based on the highest clock frequency for the servers.

To demonstrate the principal capabilities of model checking we use a simplified version of the above-
mentioned model: just one client is assigned to each server ('single VM runs on each

11. server, namely, VM7 in Service Component Ensemble 2 of datacenter 1 [2] ), =1, =1, A=Aj
is uniformly distributed between 0.1 and 1 request per second, ﬂ=ij¢.jﬂi,- is uniformly

distributed between 1 and 3 request per second.
So, the response time (1) for the simplified case looks like R1=1/(u-1) and the total response time will be
equal to :
R=1/(u-2) + (1 - KS)*DT(LinkSpeed) (3)
For the structural model monitored and controlled datacenter parameters are:
e Therequestrate x>0 (i.ex=4)
e Theservicerate y>0 (i.ey=)

e The Kolmogorov complexity metric z>0
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We will assume that 0.1 <x<1,1<y<3,0<z<1
Performance model. There are “internal” parameters (i.e. parameters that are neither monitored nor
controlled, but are calculated based on the parameters defined in the structural model):

Total response time

T =1/(yx) + (1-2)*DT

Goal policies. The average total processing time should eventually be in accordance with SLA
requirements: T < Tgs a=4secC.
Policy verification. To verify the correctness of this policy set, we need to construct the Kripke
structure and to derive the LTL formulas associated with the structural and performance system
models,
1) Constructing Kripke structure M =(S5,S8,,R,L) for the autonomic data centre. Each combination
of values that can be taken by the monitored and controlled parameters of the system corresponds to a
different state s e . The monitored parameters are x,y and z, so the set of states is

S={(xy,2)| 0.1<x<1,1<y<3,0<z<1}
The set of initial states So= {(x,y,z|0.1<x<1, 1<y<2,0<z<0.5}
Now we define the set of atomic propositions AP for the Kripke structure by including in AP atomic
propositions representing the values of the configuration parameters for the system. We use the notation [X
=a] as an atomic proposition stating that the value of the parameter X is a . In addition, we need to determine
the truth values for the conditions representing the invariants T < Ts_a defined by the goal policies for the
system. Therefore, we also include within AP atomic propositions of the form [Y <a] , where Y is variable
and a is a constant . As a result, the complete set of atomic propositions AP used to define the labelling
function L : S 2" consists of all atomic propositions:
AP={[X=a] | X € {X,¥,2 },a>0}, U{[Y<a]l|Y e{T}, a>0}

12. For example, given the state s =(0.1, 1.2, 0.15), in which the server (host) of VM7 is receiving
user requests at 0.1 transactions /second, service rate of the server is 1.2 services/second and
Kolmogorov complexity metric (currently calculated for the server) is 0.15 , several atomic
propositions that hold in state s are [x=0.1], [y=1.2] and [z=0.15].

The variation of metrics X, y and z must be encoded by transition relations

R1 = {(sj, ) | X(8y) # x(s6), Y(Si) # v(sx), 2(s)) # z(sx)}

2) Derivir [I the LTL properties to be verified. The invariant “always T<4” maps to formula:
[T<4]

The LTL properties derived so far were verified using the SPIN model checker. To improve the efficiency
of the SPIN, the advantages of the SPIN’s implementation of the state compression algorithm and of the
partial-order reduction algorithm were used. The verification of the LTL properties was carried out for three
system models characterized by different datacenter performance parameters:

a) Link Speed = 100Mbps
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b) Link Speed =1 Gbps

c) Link Speed =10 Gbps
When the verification of the LTL properties was performed for scenario a), SPIN detected
several possible constraint violations (T>4 sec). For each violation case, the corresponding
counterexample traces were generated by SPIN. For scenarios b) and ¢) SPIN found no invalid
states, thus confirming that the policy set is conflict free in these scenarios.
This case study demonstrates that a set of autonomic computing policies that is valid for one
scenario can exhibit conflicts when the autonomic system operates in a different scenario.
Model checking provides the unique capability to verify autonomic computing policies exhaustively

and for the precise scenario in which the self-managing system operates.
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